The Air Traffic Controller (ATC) is required to maintain a safe and orderly flow of airplanes in any airport. A fairly recent incident at the Los Angeles Airport (LAX) caused a blackout to the entire control tower and resulted in a number of aircrafts being stranded in the air, due to the lack of communication with the ATC. This incident has caused widespread concern in the aircraft community and needs to be addressed so that future occurrences can be avoided.
Introduction
The National Airspace System (NAS) consists of a wide network of interconnected systems in conjunction with the people who operate, maintain and use the systems and detailed procedures and certifications. The NAS controls more than 19000 airports, 750 ATC facilities that work towards providing safe and efficient flight services to passengers. [2] [3] The Future Air Navigation System (FANS) committee developed the Communications, Navigation and Surveillance/ Air Traffic Management (CNS/ATM) concept to help technological growth in Air Traffic Management (ATM). The main purpose of CNS is the following:
• To establish communication in an aviation network. The communication is provided via satellite links or VHF Data Links.
• Navigating the air traffic which is done by using Flight Management Computer which uses GPS and navigational radios • Surveillance is done at an Air Traffic Management (ATM) center which keeps track of all aircrafts in its vicinity. Aircrafts are tracked even in places where there is no Radar.
Surveillance systems can be divided into dependent and independent surveillance. In dependent surveillance systems, the aircraft position is determined by the aircraft using its on-board navigation equipment. This information is then relayed to the ATC via VHF/HF radio. In independent surveillance systems, the ground station uses Radar to determine the location of the aircraft. Primary Surveillance Radar (PSR) and Secondary Surveillance Radar (SSR) are two such techniques currently employed for position reporting purposes. Air Traffic Control systems currently rely on PSR and SSR to actively monitor the position, location, speed, altitude and other relevant parameters of approaching aircrafts. Based on the information received from several aircrafts in the same airspace, an orderly flow of aircrafts in and out of the airport is achieved.
Automatic Dependent Surveillance -Broadcast (ADS-B) is a Global Positioning System (GPS) based air-traffic surveillance technology. The concept behind ADS-B is that an aircraft can automatically broadcast its identification address, GPS derived latitude and longitude, altitude, and the 3-D velocity. This broadcast information from ADS-B can be picked up by the ATC and used to track aircrafts more precisely than with radar. This concept can be extended to involve other aircrafts in the same airspace to be equipped with an ADS-B receiver, hence allowing them to listen to these broadcasts and be able to know the location of others aircrafts.
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The system proposed in this paper is intended to serve as a supplementary mechanism to existing air-ground systems and can be extended to operate on its own in case of unforeseen circumstances such as loss of power to the ATC.
The following section briefly describes CNS and its functionality followed by a more detailed description of ADS-B.
Communication, Navigation & Surveillance
The goal of the FAA's communication, navigation, and surveillance program is to:
• Provide cost-effective and affordable communication, navigation, and surveillance services meeting user requirements.
• Develop and deploy Aeronautical Data Link capabilities.
• Develop and deploy reliable and secure Satellite-based Navigation and Communications.
Communication
Air traffic management depends on accurate and timely transmission of informational messages during flight planning, in flight, and for airport operations. With the expected feature growth in air traffic, today's communications systems must be modernized to handle the additional demand and the need for clear and faster information exchange. This modernization will require replacing outdated hardware, better use of the available very high frequency (VHF) spectrum, and integrating systems into a modern networks using digital technology. During this transition old analog communications should be supported. The key components of modern Communications architecture include:
• Controller-Pilot Data Link
Communications (CPDLC) -Mainly introduced to reduce voice-channel congestion by improving data exchange between controller and pilots. CPDLC will be available first from a commercial service provider using VHF digital link (VDL) Mode-2 ground and airborne equipment.
• Integrated ground telecommunications infrastructure -It is a digital infrastructure to provide integrated voice, data, and video connectivity for air traffic control operations and administrative communications.
• Digital voice and data communications via digital radios provided by the next generation air/ground communications (NEXCOM) program -introduces VHF digital link (VDL) Mode-3 ground and airborne radios to improve very high frequency spectrum utilization.
Navigation
The current aviation navigation system is comprised of more than 4,300 ground-based systems whose signals are used by aircraft avionics for en route navigation and landing guidance. Despite the large number of ground systems, navigation signals do not cover all airports and airspace. Over the next 10 years, the navigation system is expected to use satellites, augmented by ground monitoring stations, to provide navigation signal coverage throughout the National Airspace System (NAS). Reliance on ground-based navigation aids is expected to decline as satellite navigation provides equivalent or better levels of service.
A transition to satellite navigation significantly expands navigation and landing capabilities, improving safety and efficient use of airspace. In addition, it will reduce the FAA's need to replace many aging ground systems, decrease the amount of avionics required to be carried in aircraft, and simplify navigation and landing procedures.
The transition to satellite-based navigation consists of the following:
• Use of GPS for en route/terminal navigation and non-precision approaches provided that another navigation system is onboard the aircraft • Deployment of the Wide Area Augmentation System (WAAS) to provide en route/terminal navigation and Category (CAT) I precision approaches • Deployment of the Local Area Augmentation System (LAAS) to 3B5-3 augment GPS for CAT I/II/III precision approaches.
Satellite-based navigation enables significant operational and safety benefits. It meets the needs of growing operations because pilots will be able to navigate virtually anywhere in the NAS, including at airports that currently lack navigation and landing signal coverage. Satellite-based navigation will support direct routes.
With satellite navigation, the number of published precision approaches will increase and more runways will be served by precision approaches, enhancing safety. Precision approaches provide the pilot vertical descent and approach course guidance while non-precision approaches only offer course guidance. In addition, combining GPS with cockpit electronic terrain maps and ground-proximity warning systems can help pilots avoid controlled flight into terrain.
Satellite-based navigation also decreases the number of ground-based navigation systems, thereby reducing infrastructure costs. For a precision approach today, each runway end needs a dedicated instrument landing system. WAAS can provide the precision approach guidance for most of the runways in the NAS. A LAAS system will provide CAT II/III precision approach guidance at all runways at an airport.
Studies are underway by the FAA and aviation community to determine:
• Whether GPS/WAAS can be the only navigation and landing capability onboard an aircraft • How many ground-based facilities should remain in service to provide the redundant navigational capability in the NAS.
Surveillance
Surveillance in the future NAS will provide coverage in non-radar areas and include aircraft-toaircraft capabilities for greater situational awareness and safety.
The NAS Architecture calls for evolution from current primary and secondary radar systems to digital radar and automatic dependent surveillance (ADS). This change is designed to improve and extend surveillance coverage and provide the necessary flexibility for Free Flight. The FAA will continue to use primary and secondary surveillance radar to detect and track aircraft in en route and terminal airspace. New radar and surveillance systems will be installed to detect aircraft and vehicles on the airport surface at selected airports.
An ADS system -Automatic Dependent Surveillance-Addressable (ADS-A) -will provide surveillance of intercontinental flights in oceanic airspace. When installed in the aircraft and on the ground, possibly starting in 2003, these capabilities and accompanying procedures will increase aviation safety and efficiencies while reducing procedural separation distances.
ADS-B has been introduced to provide pilots with an air-to-air surveillance capability in domestic and oceanic airspace. ADS-B avionics under development include a Cockpit Display of Traffic Information (CDTI) feature that shows the position of all ADS-B-equipped aircraft to enhance the pilot's awareness of the surrounding environment. A ground system equipped with an ADS-B receiver is capable of receiving all ADS broadcasts sent out by aircrafts. ADS is expected to provide higher capability surveillance services compared to traditional radar-based surveillance. [4] 
ADS-B
ADS-B is an integral part of future global CNS/ATM systems. It is a technology where the aircraft avionic system is used to broadcast the position of aircraft, its altitude, velocity and other parameters completely autonomously. Here the aircraft determines its own position. It does not require input from the pilot or from the ground station. The position and velocity vector determined are extremely accurate. The transmission can be monitored by any ground station or aircraft. It is in contrast with ADS-C where the data is transmitted in point to point fashion. In ADS-B the data is broadcast to all the users operating in that link. The application is surveillance which means that it can be air-ground or air-air. It broadcasts the position information which is derived from the on board systems every few seconds. Its typical broadcast time is one second. Aircrafts and other ground stations use this data for various purposes such as 3B5-4 cockpit display of traffic to pilots and air traffic control surveillance services. It can also be used to identify hazards, such as obstacles, skydivers, etc.
The way ADS-B works can be explained with a simple example by considering the operation of ATC system radar. This radar measures the bearing and range of an aircraft. The aircraft bearing is determined when the radar receives a reply to its interrogation from the aircraft and its range by the time taken to receive the reply from the aircraft. As the aircraft gets farther, the beam of the antenna becomes wider making the measured information less accurate. In ADS-B systems the position of the aircraft is determined from its broadcast reports. These reports are accurate because they are determined by accurate position systems such as GPS. Here the accuracy is determined by the navigation system, not by the measurement errors. The range of the aircraft doesn't affect the accuracy. Coming to the velocity, the radar requires tracking of received data. The changes in the velocity can be detected over a period of several position updates. In ADS-B these velocity changes are broadcast almost instantaneously as a part of a State Vector report. This improvement in the accuracy is used to support wide variety of applications and increase safety of airspace in the airport. 
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IP Connectivity
In [1] and [7] , the authors have shown that the available IP connectivity between aircraft and ground can be used as a supplementary mechanism to aid communication and navigation from aircraft to ground. This connectivity is established with the help of satellite links and the concept can be extended to provide support for surveillance related information.
Mobile IP
Due to mobility of aircrafts, traditional IP based networks will not be suitable for such Aircraft Data Networks (ADN). Mobile IP is a technology designed to allow a mobile node to retain its IP address no matter where the node is. [8] 
Figure 2. Mobile IP
Mobile IP defines mobility agents for this purpose. In an AND, the Home Agent (HA) can be thought to be the aircraft's home base, while a destination airport can be envisioned as the Foreign Agent (FA). The aircraft itself can be visualized as a Mobile Host (MH) or Mobile Node (MN). This is illustrated in Figure 2 . A Mobile Host (MH) is associated with a permanent IP address assigned by it's HA. This means that the MH can be reached with the same IP address independent of its location by just contacting it's HA. When the MH moves outside the range of it's HA into the vicinity of a FA, it registers itself with the FA and informs it's HA of its new position via the FA.
Unlike a Mobile Host, a Mobile Router (MR) is expected to provide mobility to networks [9] . A typical situation would be the case of an airplane that could host many smaller mobile nodes (Mobile Hosts). It needs to be noted, however, that the nodes connected to the MR may or may not be mobile.
When the MR is in its home network, the Home Agent and the Foreign Agent periodically send ICMP Route Discovery Protocol (IRDP) advertisements. These advertisements contain information like the IRDP lifetime (number of seconds the agent is considered to be alive), the care-of-address and other supported services such as the type of encapsulation. When the IRDP lifetime expires, the agent is considered disconnected. Hence, by decoding the information present in an IRDP advertisement, the Mobile Router recognizes whether it is in its home network or in a foreign network.
When the MR moves into the foreign network, it registers itself with its HA via the FA. The mobile node (that is, a Mobile Host or a Mobile Router) connects to the HA using the functionality of a FA. This is the default, and most widely used, implementation of Mobile IP. The FA, in this method, takes control of encapsulating and decapsulating the packets destined to the mobile node. In this implementation, two tunnels are created: one between the HA and the FA and another between the HA and the MR. For any packets arriving from a Correspondent Node (CN) at the HA for a node connected to the MR, the HA encapsulates it with the HA-MR tunnel header and then further encapsulates it with the HA-FA tunnel header. When these packets arrive at FA, it decapsulates the outer HA-FA tunnel header and forwards them to MR. The MR further decapsulates the HA/MR tunnel header and forwards the packet to the appropriate node. The FA is also responsible for authenticating and registering the MR with it's HA. Therefore, the FA needs to employ security mechanisms to permit a secure manner of identifying and communicating with the MR and the HA.
Ad-Hoc Networks
An Ad-hoc network is an infrastructure-less network created on the fly based on need. The function of nodes in such a network is not limited to sending and receiving data, but also in forwarding packets meant for other nodes. This means that nodes function as hosts as well as routers. Wireless media is used to link these nodes together. These networks are self-organizing networks and can 3B5-6 work in a stand-alone mode or in conjunction with wired networks. The main difference between Adhoc networks and Wireless LANs (WLAN) is the absence of a centralized authority. In WLANs, an access point is used to govern all the operations of the network. In Ad-hoc networks since there is no such entity, each node is responsible for managing seamless data flow.
There are numerous Ad-hoc network applications. For example, in disaster areas where normal communication among computers is disrupted and there is a need for disaster relief providers, e.g. firefighters, paramedics to have contact with each other. Ad-hoc networks can be an ideal solution for countries that are yet to have an infrastructure network for information transfer among themselves. The technology is still in it early development phase. Researchers have been involved in finding best solutions for end of end connectivity, best throughput, QoS, and other equally important issues regarding ad-hoc networks. There are numerous ad-hoc routing protocols available nowadays. Each one of these protocols tackle a different issue for example some deal with issue related unnecessary flooding of control packets across the network others deal with having connectivity all the time and therefore do not care for flooding the network with control traffic.
The other issue that scientific community is concerned about is the Quality of Service (QoS) in ad-hoc networks. The inherent feature of wireless media is its lack of bandwidth. This feature tends to make the communication of real time applications very vile. The applications like video conferencing rely on high bandwidth and low delay networks. They perform well in these circumstances. Therefore, to make these applications works in adhoc networks researchers are trying to find ways such as new codecs that can easily adopt to the nature of wireless media. As mentioned above, the deployment of ad-hoc networks in disaster areas may help in providing the right kind of assistance to people in need and having real time applications running over the ad-hoc nodes can expedite this process.
The concept of ad-hoc networking can be extended and applied to the current scenario in ADNs. This is explained in the following section.
Co-operative Data Exchange
This section describes the ability to use the available IP connectivity to serve as a supplementary mechanism to existing ADS-B systems. In worst-case scenarios such as loss of power to the ATC, this system can bring about the possibility of landing an aircraft without assistance from the ground.
Co-operative Data Exchange (CDE) refers to the exchange of information between aircrafts in flight. The authors present an algorithm which serves as a set of guidelines for CDE using the concept of Ad-Hoc networks. The algorithm is a work in progress and is presented below. There are a number of assumptions that have been made up to this point and any missing parameters will be considered as part of future work. These are listed below.
Assumptions
• When ATC loses power, all aircrafts stationed on runways for takeoff are removed.
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• The pilot can determine that connectivity to the ATC has been lost. During the landing phase, the pilot will be in communication with the ATC via voice or CPDLC [7] . A disruption in this communication will let the pilot know that the ATC is non-functional. At this point of time, the pilot switches over to CDE.
• All aircrafts are equipped with a GPS system to derive its latitudinal and longitudinal position.
• All aircrafts are capable of calculating their position with respect to the ATC if they are in the vicinity of the airport in which they wish to land.
• All aircrafts are equipped with wireless transceivers through which they can send and receive information to/from other aircrafts.
• The distance of separation between aircrafts trying to land is not more than 'd'. This distance is defined by the range of the wireless transceiver installed on each aircraft.
• All aircrafts must be at a distance no lesser than 'h' from the ground to safely land.
• A 'Criticality Code' (CC) is defined as a combination of critical aircraft parameters such as the fuel level, load carried by the aircraft and any future parameter considerations.
• Each aircraft will have a database populated with CC values for all possible situations.
• Every aircraft is required to file a flight plan with the ATC. It is also assumed that every aircraft contains a database with flight plan information of all other aircrafts. This will include information about the pitch, bank, roll etc which are common to traffic patterns. This can also serve as a means to ensure that a rogue aircraft does not try to join the adhoc network. 
Algorithm
• When loss of ATC is detected, the pilot switches over to CDE.
• The aircraft broadcasts a 'CDE-JOIN' message.
• Aircrafts which receive these messages start populating a database with this information and compute 'p' for corresponding aircrafts. 'p' is defined as the safe distance of separation between aircrafts to avoid collisions.
• Each aircraft compares its CC with the value in the CDE-JOIN packet.
• If its own code is lower, then it will just pass the packet on to the next neighbor. In the other case, where its code is higher, it will discard the packet and send out one on its own.
• All aircrafts which are within 'd' distance of each other will update their databases with all this information and the order in which they can land is determined.
• Once the database has been updated with the order of landing, the aircrafts will calculate the time it will take for all aircrafts need to land. For example, if the first aircraft's landing process ( enabling landing gear etc) takes T minutes, then to land N aircrafts it will take N * T minutes, where N is the number of entries in the database of the aircrafts.
• For next N * T minutes, these aircrafts that have formed an ad-hoc network will not accept other entries.
• If new aircraft or aircrafts comes within a distance 'd' while the landings are taking place than, they will from there 3B5-8 own ad-hoc network and start the process of determining the landing schedule.
• To avoid collision between two aircrafts of different ad-hoc networks, it is crucial that the second set of aircrafts know N * T time, i.e. the end of the landing times for first set.
• Hence, the last aircraft in the database of the first ad-hoc network will advertise this time by sending a TIME_END message. This message will contain the ad-hoc network's ID and the time N * T minutes.
• Upon reception if this message the new ad-hoc network set will start landing process at (N * T) + 1 minutes.
• The process will be repeated and will continue until ATC becomes available. Notifications can be made via CPDLC as outlined in [7] .
It is important to note that the aircrafts must maintain a minimum distance of 'p' between them and a minimum safe landing distance from the ground.
Conclusion & Future Work
The algorithm presented in this paper provides the basic structure for landing aircrafts via CDE in the absence of the ATC. There is a lot of work that needs to be done in order to complete the idea proposed. This is briefly outlined below.
• Development of a model which will more accurately reflect the algorithm.
• Simulation of such a scenario to prove its merit.
• Detailed and accurate consideration of all parameters which are critical to safe landing of an aircraft.
• With a working model in place, application development for a CDTIlike display can be carried out to make it user-friendly.
• Consideration of QoS factors is deploying such a network on ad-hoc basis.
In the previous section, there was a brief mention of the possibility of a rogue aircraft trying to become a part of the ad-hoc network. Further research work will be carried out to determine the issues and challenges that are involved in avoiding such scenarios.
Since broadcasts are very bandwidth-intensive, the option of using Multicasting is available. The authors will also consider the usage of multicast in ad-hoc networks and QoS related issues as part of future work.
The system presented here can also be used to co-exist with current ADS-B implementations. In case of ADS-B failure, this system can run independently and communicate to ground stations via the IP link to safely land aircrafts in worst-case scenarios. This system can be integrated into those proposed in [1] and [7] to serve this purpose.
